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Intellectual Property Rights

IPRs essential or potentially essentia to the present document may have been declared to ETSI. The information
pertaining to these essential 1PRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which isavailable from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://www.etsi.org/ipr).

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword
This Technical Report (TR) has been produced by ETSI Technical Committee Security (SEC).
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1 Scope

The present document is intended to rai se awareness and to stimulate discussion on the lawful interception of the
Internet Protocol Stack (as defined in [5]). It identifies the problem technically. Whilst much of the focus of 1P
interception is with interception of the single network commonly referred to as " The Internet” and comprising the set of
applications that make up the "World Wide Web", the document does not restrict its examination to the single network
case but rather concentrates on an investigation of the viability of interception of Internet Protocol s and the applications
which make use of such protocols.

2 References
For the purposes of this Technical Report (TR) the following references apply:
[1] ETSI ES 201 671: "Telecommunications security; Lawful Interception (LI); Handover interface
for the lawful interception of telecommunications traffic”.
[2] ETSI TS 123 107: "Universal Mobile Teecommunications System (UMTS); QoS Concept and
Architecture (3GPP TS 23.107 version 3.5.0 Release 1999)".
[3] EII—B,SI TR 101 876: "Telecommunications security; Lawful Interception (LI); Description of GPRS
[4] RFC 1180: "TCP/IP tutorial".
[5] RFC 791: "Internet Protocol .
[6] RFC 2822: "Internet Message Format".
3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:

terminal: some apparatus, of arbitrary complexity, which isconnected by the user to the access mechanism
Theterminal, or elements of the terminal, are under the user's control

access. mechanism, provided by a party other than the user, which connects the terminal to some point, which provides
network connectivity

networ k connectivity: arrangement of equipment which offers connectivity between one terminal and another
The PDU transported isan (1P) datagram

service: set of functions offered to a user by an organization or amechanism, which offers functionality to another
network component

intercept product: data content which has been intercepted and is delivered to the LEMF

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

ADSL Asymmetric Digital Subscriber Line

BTS/BSC Base Transceiver Station/Base Station Controller
GPRS General Packet Radio Service

GSM Global System for Mobile communication

GwW GateWay

ETSI
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HI Handover Interface

IETF Internet Engineering Task Force

IF Internal Interception Function

IP Internet Protocol

IPSEC Internet Protocol SECure transmission

ISDN Integrated Services Digital Network

ISP Internet Service Provider

LAN Local Area Network

LEA Law Enforcement Agency

LEMF Law Enforcement Monitoring Facility

LI Lawful Interception

MF Mediation Function

MIME Multipurpose Internet Mail Extensions

MSC Mobile Switching Centre

NAT Network Address Trandation

NW NetWork

NWO/AP/SvP  Network Operator/Access Provider/Service Provider

PABX Private Automatic Branch Exchange

PDU Packet Data Unit

PLMN Public Land Mobile Network

PSTN Public Switching Teephone Network

QoS Quality of Service

RADIUS Remote Authentication Dial-In User Service

RFC Request For Comments

RSVP Resource ReserVation Protocol

SMTP Simple Mail Transfer Protocol

TCP Transmission Control Protocol

TE Terminal Equipment

™ Transport Mechanism

UDP User Datagram Protocol

URL Uniform Resource L ocator

xDSL any Digital Subscriber Line technology

Education on LI for IP Data ("clarity of thinking")

4.1 Searching for Clarity

Concepts of applying Regulators Lawful Interception requirements for |P-traffic are drawn extensively from
experiences of the Lawful Interception of circuit-switched communications. However the IP-world is ahighly
structured mixture of communications-transportation and communi cations-services, with the services being mostly
defined so as to be transparent to the communications carrier. Therefore a solution for the requirement for Lawful
Interception of IP-traffic is very different from anything experienced to date in the circuit-switched environment.

Furthermore although the convergence of "Telecoms" and "IP-services' seems to promise solutions if not smplicity, the
goal continues to be ambitious: Networks, network access points & nodes, services, service areas & regionsaswell as
user-access facilities proliferate - implementing network-based solutions for Lawful Interception isdifficult if not
impossible in some cases simply because there are limits to what the NWO/AP/SvP can do and what information can be
provided. For each of these roles it must be defined what is possible and sensible for its L1 participation (Which id can
be used? Which information is available? Etc.).

ETSI
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4.2 The Core Problem: Identifying the Correct IP Packets to
Intercept

IP addresses are most of the time today assigned on a dynamic basis (e.g. per session), we speak of a "temporary IP
address'. Thisimplies that | P addresses, when used for purposes of LI, can in general not be used to correctly identify a
target and/or itstraffic permanently. Thisrestriction does not apply to permanent | P addresses which aways correlate to
the same user.

4.3 Is There a Solution to Lawful Interception of IP-Traffic?

Arguably thereis. It lies in recognizing that technology convergenceis neither a sufficient justification for acommon
approach to solving an inherently dichotomous problem, nor for extending telecommunications standardization into
service domains.

Network access operators can only address regulatory requirements pertaining to the operations and services that they
directly contral. In places where a communications network only provides network-layered transportation to a Service
Provider, thereby delivering services which are transparent to the access network, the network can only be responsible
for intercepting communications at that network layer. LI on that layer does not make much sense, especially for transit
nodes, if L1 shall be based on application/service information. Access providers can only handle ID-specific LI and
service providers LI based on services offered (like email for example). Especially service-based L1 is considered to
have a substantial impact on performance, it definitely must be backed up by nationa requirements.

Therefore, Regulator s should be convinced that Lawful Inter ception requirements must be addressed separ ately
to Access Provider and Service Provider. It isarguable that the "complete | P-solution™ would require considerable
interaction and co-operation between these separate entities, but in general it isvery likely that such co-operation would
be highly contentious on security and privacy grounds, and very probably would be unacceptable to regulators in many
countries especially where there existed no organic connection between the two. And where a single corporate entity
controlled both Access and Service Provision, the co-operative effort to successfully combine LI effortsin both
domainsisan organizational issue: the technical dichotomy still applies. Additionally, asin circuit mode, LI across
national bordersisajuridical problem between the countries involved but no technical issue.

4.4 Are There Parallels in Support of Interception Dichotomy?

Thereisa certain precedent in the case of the use of encryption on a public communications channel, where most
regulators implicitly recognize that the Access Provider isnot responsible for removing encryption applied by the User,
from LI-targets (copied) traffic beforeit is delivered to Monitoring Centres - the communications channel isin effect
regarded as a trangparent channel, and the access provider is charged with regulatory responsibility only of those
attributes over which it isdirectly in control.

The IETF recently published an opinion that the I P service-industry had no obligation to design, develop, or deploy IP
protocols specifically to meet Lawful Interception requirements. |ETF was effectively stating that | P traffic and network
layer channels are mutually transparent: Authorities requiring communications interception should look to the
communications network for solutions. The implied complement is that Authorities requiring interception of
tele-services should look to the Service Providers for solutions - again reaffirming the divide between network layer
communications carrying and service provision.

4.5 What then is the Role of ETSI TC SEC (WG LI) in Regard
to Monitoring IP Traffic?

ETS existsto establish and publish communications standards - the "T" says no more and no less. ETS! therefore has
no responsibility for the delivery of 1P-interception standards that are beyond its ability to influence or produce. ETSI
TC SEC should preserve the "transparency model" and currently does not explore solutions to Regulators |P
Interception problems beyond the network layer.

ETSI
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5 Basic Data Model

Network el ements are considered along with the format in which content of communication might be retrieved from
those elements.

A number of issues areraised by the analysis, which arelisted.

NOTE: Inaccordance with [4] theterm TCP/IP in the present document is used in such a high-level sensethat it
does not necessarily mean only the TCP protocol used over IP but a general variety of TCP or UDP or any
other suitable protocol used over P to transport data.

5.1 The Basic Diagram

Service

Network
connectivity

Terminal Access

Figure 1: Basic data model for IP intercept

Consider figure 1. The component parts are defined asin table 1, with additions below. The layers column shows which
layersin the IP 5 layer model the component is active at.

Table 1: Active Components in the 5-Layer Model

Component Definition Layers
The terminal Some apparatus, of arbitrary complexity, which is connected by the user to the |1, 2, 3,5
access mechanism. The terminal, or elements of the terminal, are under the
user's control. (The terminal may itself be a network of arbitrary complexity.
The terminal possesses one or more network addressable points, see
figure 8.)

The access A mechanism, provided by a party other than the user, which connects the 1,2,3
terminal to some point which provides network connectivity. The access
mechanism does not have the functionality to offer connectivity between one
terminal and another, other than through the network connectivity mechanism.

Network An arrangement of equipment which offers connectivity between one terminal |3
connectivity and another. The PDU transported is an (IP) datagram.
The service A set of functions offered to a user by an organization or a mechanism which |5

offers functionality to another network component.

NOTE: Thetermaccessisused in adifferent sense here asgenerally used in a PLMN in mobile systems, i.e. it
does especially not refer to the mobile access system represented by a BTS/BSC or similar construct.
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Service
Access NetWOFk.
connectivity

Network
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addressable
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/

Figure 2: Further clarification of data model

5.2 Who Owns Which Element

Table 2 describes the ownership of the network elements.

Table 2: Network Element Owners

Element Owner Comment
Terminal User Usually administered by the owner
Access Access provider
Network connectivity Network connectivity provider
Service Service provider

5.3 Who Has What Responsibility

Inrelation to agiven termind thereis:

- an access provider, who directly connects to the terminal;

- anetwork connectivity provider, who offers network connectivity to the terminal;

- oneor more service providers who provide services according to aterminal address or a service address.

Each of these players may, in principle, be asked to provide LI facilities. In many circumstances there will be more than
one player who could provide LI and thereis not yet a clearly understood way of deciding who should be allocated the
responsibility. Thisreguires further investigation.

54 Network Addressable Points

It would seem that each network addressable point could be atarget for LI. That raises issues asto who allocates these,
and what happensif the terminal chooses to use mechanisms such as NAT or RSVP.

ETSI



10 ETSI TR 101 944 V1.1.1 (2001-05)

5.5 Format of Interception

transactions
Service >
Terminal Access Network (IP) datagrams >
connectivity

(IP) datagrams

Data link PDUs

Physical PDUs

YvYyy

Figure 3: Data model for interception format

Figure 3 shows the layers of the 5 layer model which are available to an interception entity (presumably an I1F).

The access may offer information at the physical, data link or network layers, depending on the technol ogy employed
and the configuration. In any particular case then the technology chosen would be that which ismost comfortable taking
in to account such issues as cost, security and availability in the market place.

The network connectivity only has information available at the network layer, typically I P datagrams.

The service only has data available at the application layer. By way of example, if the service were providing email then
the information would be available in formats specified in internet message format sandards[6].

5.6 Considerations

Itis of the utmost importance to address LI requirements and standards differently to two levels, namely the networ k
level on one hand and the ser vice level on the other hand. This difference stems from the different tasks offered and the
different technologies used. At network level, interception of (1P) datagrams shall be the only appropriate requirement,
while other considerations and requirements like interception of certain services, in particular email and Smilar services
such as instant messaging or others still to come, must clearly and absolutely be directed to the service level.

As a consequence, the meaning of HI2 and HI3 interfaces as they are seen and described in [1] needs clearly to be
redefined for IP interception on the network level. While the meaning and purpose of HI2 seems to be quite clear for
intercepting services ("an email for xyz has just arrived"), thisis not quite so easy on the network level. The purposeful
use of HI2 messages on the IP network level isnot clear. Obvioudly, giving information in the sense of "party A just
sent a datagram to party B" is pretty much useless and would a so lead to an uncontrollable flood of HI2 tickets on the
interface with practically no information gain. Further investigation is necessary to resolve the problem of what
information should be passed in HI2.

ETSI
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6 Implementation Architecture for LI of Internet
Communication

6.1 General

The Internet introduces a number of new services related to telecommunications, which are provided over avariety of
access technologies, such as for example:

» Telephone connection (PSTN/ISDN);
+ Digital Subscriber Line (xDSL);
* Local Area Network (LAN).

These introduce a set of new issues for lawful interception: where to intercept, by whom and when? Traditionally the
interception isdone at some point in the network, predominantly at alocal exchange or in a mobile switch controller.
Thisis based on the assumption that the network operator is also the service provider and thus has access to subscriber
identities (phone numbers). In the case of Internet, the service providers have little or no direct relationship with the
network operations that are used to convey the services. This aso means that the network operators will not have access
to the identities that may be targeted for interception: e-mail addresses, web site URLSs. Trying to wash out such
identities from a stream of high-speed data would be technically challenging, expensive and costly in performance,
making the fact that L1 isongoing with that stream difficult to hide. Therefore, this group (TC SEC WG LI) seesno
lawful requirements for such action.

The straightforward way of performing an intercept of this kind of traffic is to go for theinternet service provision. That
would mean that the order to intercept isissued to the | SP and based on the customer-id of the subject with that | SP.
When the subject logs into the I SP, interception would be initiated and all traffic copied to the LEA(S) that have
reguested interception. The kind of software that is needed in the | SP server would be attached to the logon process
there and trigger on the customer-id of the subject. When triggering occurs, a separate connection to the LEMF would
be set up and al subsequent traffic for the session copied onto that connection.

In thefollowing a more detailed description of some typical implementations will be given. In cases where severa
interception possibilitiesare availableit is up to mutual agreement between the LEA and the NWO/AP/SvP to select the
appropriate location for the interception point.

6.2 Dial Up Connections

In this case, both the modem tel ephone connection and the ISP server can be intercepted for the subject. For GSM
mohile networks the local exchange would correspond to an MSC.

M M
User o Locd o To
i d d ISP -
equipment . Exchange o Internet
m m
L
copyof —p g
TCP/IP M
copy of F
Modem signals

Figure 4: Interception for dial up connection

ETSI



12 ETSI TR 101 944 V1.1.1 (2001-05)

6.3 Permanent Connection Models

This covers for example types of connections such as ADSL, LAN or cable modems, etc.

6.3.1 Connection via a Dedicated Line

This covers scenarios such as ADSL or cable modem access. Here the traffic will bypass the switching equipment and
be tranamitted directly to the ISP on an I P connection.

ISDN/PSTN
- Switching
Digital .
L;Jsrer:r)ent Access Equipment P To
equip Multiplex Internet ——
Equipment
i copy of
! TCP/IP L
! E
: M
o » F

Figure 5: Interception via a dedicated line

Functionaly, GPRS internet access (e.g. using RADIUS) would connect the user to the ISP similarly to this
configuration. See also TR 101 876 [3].

User
: XGSN ISP To
equiprment Internet ——
i copy of
: TCP/IP lé
<BRY
o » F

Figure 6: Interception of GPRS User Internet Connection

6.3.2 Connection via Local Area Network
Connectionsto Internet viaa LAN will in almost al cases be done in a workplace environment, similar to making

phone callsviaa PABX. Theinterception of thiswould have to be arranged for through cooperation with the workplace
organization.
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LAN Local Routing
. Proxv-
User t (Ethernet) Equipment oo To
equipmen eway Internet
similar
' i
| i
| : f
! copy 0 L
I : TCPIP — P E
]
| ! M
VT P F
I e e e et et e s »

Figure 7: Interception for LAN connection

6.3.3 Permanent IP Addresses

Here the user equipment will be permanently defined with its own I P address on the network - a point of presencein its
own right rather than with a session-specific temporarily assigned | P address for the session. This can be compared to
the situation with for instance PABX interconnect over a virtual private network with semi-permanent connections.
Interception can be made in the routing equi pment based on the | P address of the subject and using for instance firewall
technologies.

Access
User Permanent | Routing To
equipment IPAddress Equipment Internet
Copy of
TCP/IP

| >

mmr

Figure 8: Interception with permanent IP address

6.4 General Notes About Delivery Considerations

There has been much confusion about communication content delivery and this should hopefully bring some
clarification. In general, we have to differ between mechanisms which are used to help to put the information back
together (LI header, see clause 8.3.3) which has been split up for the transport purpose and mechanisms which are used
to transport the split up information. See also the notesin clause 8.3.

So, when speaking about these things, we actually have to consider two functional blocks:

- Information headers. From the point of view of the transport layers these are just part of the information to be
transported to the receiver;

- Transport mechanisms (or parts thereof) and protocols.

Figures9 and 10 try to illustrate the interaction for IP HI information, albeit they neglect the transport elementsrather
generoudy. But this can be used in afine way to demonstrate that headers can be seen completely detached from
trangport protocols. It does not matter at all how the information is transported between the different entities below.
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Internet

Intercepting entity / MF

Transit NW
(considered insecure, may be

User terminal identical to Internet) LEMFE NW

(considered secure)
Access NW

(considered secure)

User traffic
Intercepted traffic

Intercepted traffic via IP Sec tunnel

Figure 9: Network scenario example for IP data delivery using IPSEC

User terninal Intercepting Border GW LEMF GW LEMF
entity / MF
— — E— —
1P(LI GW) 1P(LI GW)
IPSEC | _IPSEC _
IP(LEMF) " |Encypied " [Encypted " IP(LEMF) J—— Discarded
_ [ LI header intercept intercept | LI header|— Caorrelation information
1P(B) - Intercept product product “ICiPE) |—— "other party"
product
— Contents of
communication
user data duplicates transit NW discards LEMF de-
structure payload, border GW IP Sec crypts IPSEC
creates encry pts and header, and extracts
and adds sends to decrypts information
correlation LEMF via and routes to
and other IP Sec targeted
delivery in- tunnel LEMF
formation

Figure 10: IP data delivery using IPSEC

3" Generation Mobile Technologies

3 generation systems introduce several new concepts that are significant for Lawful Interception, one of them being
Quality of Service (Qo0S). This aspect needs to be discussed in addition to other data transport aspects. See[2] for
further details on QoS.

ETSI



15 ETSI TR 101 944 V1.1.1 (2001-05)

Network services are considered end-to-end, this means from a Terminal Equipment (TE) to another TE. An end-to-end
service may have a certain QoS which is provided for the user of a network service. Asitispossible for the two parties
of a 3G communication to negotiate a certain QoS for a session (which in the broadest sense can be considered as
reserving certain resources and capacities), it isnecessary for theinterception ddlivery process to establish an equa or
higher QoS with the LEMF in order to guarantee transport of the session content. If therequired QoS (i.e. the same one
as negotiated between the original parties) cannaot be guaranteed by the LEMF, then the session content will not be
delivered to the intercepting party. This applies on a session-by-session basis.

7 Security Aspects

7.1 Handover

The end-points of theinterception link should be capable of being authenticated to each other. This may be achieved
using public-key provisions or by symmetric key provisions. The provisions on thislink are the primary responsibility
of the LEA but have to meet with the acceptance of the service provider.

Data protection responsibilities of a certain layer related to the target are the primary responsibility of the operator of
the services responsible for thislayer.

7.2 Target Information
Any information relating to the target that can be corrdated to the warrant should not be available to unauthorized

access. Thisimplies aneed to provide access control within the service domain on al datardating to targets and
potential targets. In case of 3" party interception the data released should be a minimum required to identify the target.

8 Notes About HI3 for Packet Oriented Content

8.1 Introduction

Inthe TC SEC WG LI sofar four delivery mechanisms have been discussed in or outside the meetings. Thelogical goal
of the WG LI seems to be only one mechanism.

Lining up the mechani sms discussed so far and adding relevant comments could narrow down the number of possibly
usable mechanisms. For practica examples of the discussed mechanismsrefer to the documentslisted in clauses
"References’ and "Bibliography."

8.2 General Requirements for the Packet HI3 Delivery
Packet data HI3 delivery must be:

e Independent
The delivery mechanism should be independent of the content or its origin like, for example, independent of the
actual packet network, service and/or application.

e Open
The mechanism must be as open as possible. Preferably the interface may not have aspects that are not fully
described in other standards documents (e.g. RFC's).

* Reiable
Accuracy must be such that it could be used for evidentia proof. Omissions must be avoided within feasible
limits. If omissions should occur they must be detectable.

* Low cost
The use of widdy available protocols and softwareis preferred (see also the bullet for "Open').

ETSI
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* Secure
The confidentiaity, integrity, authentication and accountability (CIAA) should be guaranteed. For evidentid
proof the integrity and authentication must be guaranteed. It must be detected if any attempts are made to change
or remove parts of HI3 information. Eavesdropping must not be feasible (in relation to athreat analysis of a
specific national implementation).

» Asfast aspossible
The mechanism should be effective concerning the transmission delay, overhead, and the processing power
required.

8.3 Discussed Mechanisms

8.3.1 Observations

There are two types of mechanisms being discussed, data structures and delivery mechanisms, which will both be
discussed in the next clauses.

Figure 11 triesto illustrate how the application layer in an LI application could make possible use of different transport
mechanisms (TM1, TM2), which of course may be in a certain dependency of each other.

Application Layer

vy

T™M1 | TM2
v v v
P

—p Data Flow

Figure 11: Layer Interconnection

8.3.2 Data Structures for CC

Data structures describe headers (and possibly trailers) which are added to the payload packets on application or lower
levels. They contain additional information describing labels and identifiers needed for LI like correlation information,
evidentia proof, etc. but also for technical issues like checksum, length of payload, segmentation or fragmentation
techniques. Also security mechanisms are an issue to be addressed here, like e.g. encrypting and/or signing the payl oad.
It must be ensured that the information arrives in correct sequence (or can bere-sorted toit upon arrival a the LEMF)
and that it arrives completely (no packets arelost).

On designing data structures it isimportant to keep in mind that they must be flexible but easy and fast to handle, so
that passing on the intercepted traffic is only delayed as short as possible. For these reasons only headers should be
used, adding trailing datais discouraged for efficiency and ease of handling reasons.

8.3.3 Delivery Mechanisms for CC

On designing anew or selecting an already existing delivery mechanism, the following issues should be considered:

* Thereisthe possibility that the LI application calls TCP/IP functionality directly without any additional delivery
mechanisms. Can such a solution be used or isthere avalid reason for introducing a ddlivery mechanism at all?

»  When should the data be transferred to the LEA? It can be based on the amount of data (send when a certain
threshold value is met), event driven (every packet immediately) or based on atimeout specification (e.g. every
20 seconds).
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A ddlivery structure has to be established (naming conventionsfor files, etc.). This structure should provide the
information necessary for the LEMF to be able to properly recognize the data being delivered.

If not already provided by the data structure concept, correlation information must be included to ensure
sequence and complete transmission of singleinformation elements.

Security issues must also be addressed here. The delivery mechanism must provide authentication for the
communication partners on setting up the connection. It must provide encryption for the payl oad if not already
provided by higher layers.

Appropriate error and backup mechanics need to be thought of and agreed among all participating parties
(communication timeout, retransmission of datanot or not properly acknowledged, buffer overflow, alive
messages, €tc.).

ETSI



18 ETSI TR 101 944 V1.1.1 (2001-05)

Annex A (informative):
Bibliography

ETSI TR 101 331: "Teecommunications Security Definition of user requirements for lawful interception of
telecommunications; Requirements of the law enforcement agencies: Part 1: Genera approach”.

RFC 959: "File Transfer Protocol".

RFC 1958: "Architectura Principles of the Internet".

RFC 2228: "FTP Security Extensions'.

RFC 2401: " Security Architecture for the Internet Protocol”.

ITU-T Recommendation X.880: "Information technology - Remote Operations: Concepts, model and notation”.

ITU-T Recommendation X.881: "Information technology - Remate Operations: OSl redlizations - Remote
Operations Service Element (ROSE) service definition”.

ITU-T Recommendation X.882: "Information technology - Remate Operations: OSl redlizations - Remote
Operations Service Element (ROSE) protocol specification".

ETSI TS133106: "Universal Mobile Telecommunications System (UMTS); 3G Security; Lawful Interception
Requirements (3GPP TS 33.106 version 4.0.0 Release 4)".

ETSI TS133107: "Universal Mobile Telecommunications System (UMTS); 3G Security; Lawful Interception
Architecture and Functions (3GPP TS 33.107 version 4.0.0 Release 4)".

ETSI TS 101 509: "Digital cellular telecommunications system (Phase 2+); Lawful interception; Stage 2 (3GPP
TS 03.33 version 8.1.0 Release 1999)".

ETSI



19

ETSI TR 101 944 V1.1.1 (2001-05)

History

Document history

V111

May 2001

Publication

ETSI



	Intellectual Property Rights
	Foreword
	1 Scope
	2 References
	3 Definitions and abbreviations
	3.1 Definitions
	3.2 Abbreviations

	4 Education on LI for IP Data ("clarity of thinking")
	4.1 Searching for Clarity
	4.2 The Core Problem: Identifying the Correct IP Packets to Intercept
	4.3 Is There a Solution to Lawful Interception of IP-Traffic?
	4.4 Are There Parallels in Support of Interception Dichotomy?
	4.5 What then is the Role of ETSI TC SEC (WG LI) in Regard to Monitoring IP Traffic?

	5 Basic Data Model
	5.1 The Basic Diagram
	5.2 Who Owns Which Element
	5.3 Who Has What Responsibility
	5.4 Network Addressable Points
	5.5 Format of Interception
	5.6 Considerations

	6 Implementation Architecture for LI of Internet Communication
	6.1 General
	6.2 Dial Up Connections
	6.3 Permanent Connection Models
	6.3.1 Connection via a Dedicated Line
	6.3.2 Connection via Local Area Network
	6.3.3 Permanent IP Addresses

	6.4 General Notes About Delivery Considerations
	6.5 3rd Generation Mobile Technologies

	7 Security Aspects
	7.1 Handover
	7.2 Target Information

	8 Notes About HI3 for Packet Oriented Content
	8.1 Introduction
	8.2 General Requirements for the Packet HI3 Delivery
	8.3 Discussed Mechanisms
	8.3.1 Observations
	8.3.2 Data Structures for CC
	8.3.3 Delivery Mechanisms for CC


	Annex A (informative): Bibliography
	History

