Building a Modern Packet
Radio Network
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Whoam1

- Hibby, MMORFN

- Baby Debian Developer - (hibby@debian.org)

. Started in Debian fixing amateur radio preptems bugs in 2015
- debian-hamradio team

- Packet Radio Enthusiast

. Started in amateur radio in 2007/

- Career radio engineer


mailto:hibby@debian.org

Quick Summary

. Introduction to Amateur Radio
- Some helpful technical knowledge

. Introduction to the UK&| Packet Radio
network
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Amateur Radio
An old hacker hopbby

. A license to experiment on the radio
frequency spectrum

- A hobby with a diverse range of sub-
activities, each further sub dividing

. |t can be a technical hobby, but it
doesn’t need to be.

. |t's relatively easy to get startead

 |t's a bit ridiculous
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» Callsigns are the addressing scheme

Derived from X.25 Anyone interested in a copy of the program. drop me a
messoge of GBKBB@GB7MXM #36 GBR.EU

Alse, ary suggestions for ch onge grotefully received.

A limited number of applications -

Messaging, location tracking, BBS, file transter. Dave GSKBD
! Kowornbayes Close

A dream of general data transport lpswich IFZ I5X
Eny/ana’ |
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ARCHLINUX UPDATES 20-SEP24

LINUX TODAY 20-SEP24

Wheel Nuts

BURNS's MF-UHF Wavemeter TC-101

RF Field Indicator FL-30AH

Piston Absorption Wavemeter

AKD's VHF/UHF Wavemeter WAl

(M5.2) Volcano Islands, Japan region 23.4 142.5
NEW FLATHUB 20-SEP24

EARTHQUAKE 20-SEP24

ARLDO035 DX news

(M5.0) Solomon Islands -7.3 156.1
Recording whole LF + MF bands

Tiny-2 Battery-charge resistor ??
(M5.1) South Indian Ocean -5.6 82.6
FORTUNE 19-SEP24

Voltage Dependent Resistors

VCR Triplexer to TV Input

DX NEWS 19-SEP24

(M5.6) eastern New Guinea region, Papua New Guinea -5.5 1¢
DX OPERATION 19-SEP24

Today in History - Sep 19

(M5.2) Halmahera, Indonesia 2.2 128.7
STORM PREDICTION CENTER 19-SEP24
ARCHLINUX UPDATES 19-SEP24

LINUX TODAY 19-SEP24
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R:240920/0904Z 1M938@NS2B.#WNY.NY.USA.NOAM BPQ6.0.24

R:240920/0904Z 42016 @N3IP.#SEPA.PA.USA.NOAM BPQK6.0.24

R:240920/09047Z 40973@KA3VSP.DE.USA.NOAM BPQ6.0.24

R:240920/0904Z 62726 @KA3BVJ.#EPA.PA.USA.NOAM BPQ1.4.65

R:240920/0904Z 19224 @WIGM . #SWWI.WILUSA.NOAM BPQ6.0.24

R:240920/0903Z 5205@KCOUHIL#ECWI.WIL.USA.NOAM LinBPQG6.0.24
R:240920/0902Z @:PI8ZTM.#ZH1.NLD.EURO #:36981 [Zoetermeer] $:7833_LU9DCE
R:240920/0902z @:I00JJ.ITA.EU $:7833_LU9DCE

R:240920/0902Z 9958@IR0OAAB.ITA.EU LinBPQ6.0.24

R:240920/0901Z @:LU4ECL.LP.BA.ARG.SOAM #:5539 [La Plata] FBB7.00e $:7833_LUSDCE
R:240920/0901Z 7833@LU9DCE.TOR.BA.ARG.SOAM LIinBPQ6.0.24
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PACKET RADIO STATION - BUENOS AIRES (GFO50M)
PHP SCHEDULED NEWSLETTERS (PSN)
COPYRICHT 2024 - EDUARDO A. CASTILLO

A DETAILED INTRODUCTION TO ORACLE VIRTUALBOX

IN THIS DETAILED INTRODUCTION TO ORACLE VIRTUALBOX TUTORIAL, WE'LL LEARN

WHAT VIRTUALBOX IS, ITS HISTORY, USE CASES, AND THE AMAZING FEATURES IT

OFFERS.

THE POST A DETAILED INTRODUCTION TO ORACLE VIRTUALBOX APPEARED FIRST ON LINUX
TODAY.

=H=li=H#=t=H=H=H=H=

20 YEARS LATER, REAL-TIME LINUX MAKES IT TO THE KERNEL — REALLY

THE WORK DONE ON REAL-TIME LINUX HAS BENEFITTED THE OPEN-SOURCE OS FOR YEARS,
BUT IT WAS ONLY THIS WEEK THAT LINUS TORVALDS ADMITTED ITS LAST PIECE INTO THE
MAINLINE KERNEL. EXACTLY WHAT TOOK SO LONG?

THE POST 20 YEARS LATER, REAL-TIME LINUX MAKES IT TO THE KERNEL — REALLY
APPEARED FIRST ON LINUX TODAY.

=H=H=H=H=H=H=H=H#=

SPARKY 7.5 DROPS WITH UPDATED PACKAGES

THE LIGHTWEIGHT LINUX DISTRO SPARKY 7.5 IS NOW AVAILABLE FOR DOWNLOAD,



Packet Radio
A Full Stack

2M Base Station Antenna

- The user controls every element of the hardware
and software

« TNC is roughly equivalent to a standalone NOS \ﬂ
Device

2m FM Transceiver

- Radio is interchangeable for different bands

TNC (Teminal Node

: Controller)
- Antenna can be many things MFJ 1270B, AEA PK88,

Kantronics KPC2, or
PacComm Tiny 2

- Computers have more power now!
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Packet Radio
A Fully Changeable Stack

2M Base Station Antenna

- The user controls every element of the hardware anad

software
- TNC is now software - Linux Native, “BPQ Node” \ﬂ
- Modem is now software - Direwolf, Soundmodem 2m FM Transceiver
- Radio is now software - USRP, FlexRadio TNC (Temminal Node
Controller)
. MFJ 12708, AEA PK88,
- Cables are now expensive Kantronics KPC2, or
PacComm Tiny 2
: : e
Antenna can be many things but not software :( St | Computer

&
:

or Dumb
T minal

- Computers can be tiny!
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Packet Radio
Helptul to know - bandwidth

- 3 Categories of Link

- Low Speed - International - 'HF Bands - 1-30Mhz

.« 300 ba - Narrow Bandwidth, Big Size Equipment
- Medium Speed - Local Area - VHF Bands - 50-145MHz

. 1200ba - Mid Bandwidth, Middle Sized Equipment
- High Speed - Line of Sight - UHF+ Bands

« 9600bd+ - High Bandwidth, Tiny Equipment



Packet Radio
Helptul to know - Link Length

F2 layer 300-400km

- ‘HF Bands - 1-30Mhz
- Controlled by the sun
- Day/Night Differences

. Annual Differences : D region 80km

ckip zone or dead zone

- 11 yearly differences ,
Skip distance

EARTH







UK&I Packet Radio Network '
\® 9
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A Slow Project

. Inherently a social network s
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Social Challenges

- Keeping the network running depends
on happy participants

- Peering agreements are 2 way and
everyone manually has to set mail

forwarding ru

« Rules are not

- We manually

les

set in stone and vary

pased on operator’s preferences

route around problems

Forwarding Config for GB7AUG - 0 Messages Queued

TO AT TIMES Connect Script
GCM5AUG C 5 GB7AUG-1

ierarchical Routes (Flood Bulls) HR (Personals and Directed Bull

#71.GBR.EURO
#72.GBR.EURO
#73.GBR.EURO
#74.GBR.EURO
#77.GBR.EURQO
#78.GBR.EURO

BBS HA GB7AUG.#78.GBR.EURO
Enable Forwarding Interval 360((Secs)
Request Reverse Interval 0 (Secs)
Send new messages without waiting for poll timer
FBB Blocked [JMax Block 100( Send Personal Mail Only
Allow Binary Use Bl Protocol Use B2 Protocol
Send ctrl/Z instead of /ex in text mode forwarding
Incoming Connect Timeout 120 (Secs)

Copy from BBS Update Start Forwarding




UK&I Packet Radio Network

A Difficult Project

- Has its roots in supplying NinoTNC
- ‘What next?’

- Learn the state of the art

- Find local friends

- Understand the laws

. ..Change the laws




UK&I Packet Radio Network

A Debian Project

- Raspberry Piis popular!
- Raspberry Pi OS packages are... outdated
- The software is old, fiddly & often just binaries

- Free Software is really hard for new people of
many ages
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- Documentation is a challenge
. Discord is a nightmare

. Lots of users reluctant to play’
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10by's Packet Radio Repo

An idea that brought a lot of work

- Abuse my hobby of building other people's software for good

- ‘Oh, yeah Just wget repo.list to /etc/apt/sources.list.d/, cp hibby.asc to /etc/apt/trusted.gpg.d/’
- Raomblings of an unhinged madman

- Backporting software that's been updated to older platforms

- Ever more refined build system, building for ~7 OSes across 4 platforms takes time manually

- Became a standalone project known as ‘Hibbian’

. This has brought it's own idiotic challenges - websites? mailing lists? Is it a tfork? Will | have non
stop forks into smaller, more stupid projects?



10by's Packet Radio Repo

Reducing the workload

- mini-buildd based workflow

- Package containing dedicated key and source file - reinventing the keyring
- Backports & ports of latest debian-hams packages to other platforms

- An audience likely to complain to me and/or file bug reports

- GPG is hard. It has not reduced my workload.

- Maybe | am incompetent. Maybe Both.
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cirednri

Easy in DepianlLand! e

x |sle of Man ,
MORFN "
LINBPQ 6.0.24.42

« port 9 (inet) - Telnet

« Modem: Direwolf NinoTNC, LoRa units*,
QTSoundModem

{ Age:just now

Eire / lreland_’ e \Dy‘—_’f_"/

Galway |

- Terminal: axcall, linpac - Debian. QtTermTCP - )
binaries from author or me |

*Limerick Kilkenny

- Node: Uronode, fbb & Linux stack - Debian. BPQ -
oinaries released by author or me.

- Computer: Pick your favourite, presumably Debian.

. Antenna: Still not software, find some wire

*Some are Bluetooth-LE only! Do not trust them



Whats Next

[P

MAPwne INTERNET
™ W SPeCE, s

44Net = Block 44
Now 44.0.0.0/9, 44.128.0.0/10

- Radio Amateurs have alot of IP addresses, even after selling some to Amazon.
- 300/1200bd does not lend itself towards IP, but 9600+ does.

- Wonky in Linux Kernel but usable - people are actually spending 5-10 minutes downloading webpages

- No encryption - Telnet, http, null cipher ssh...



Whats Next

New Software

- All of our software stacks are aging and creaking

- ax.2b5 2.2 is barely implemented - published July 1998

- Much software is unmaintained ILL-ADVISED DISKETTE CARE
- Can be hard to trust reliability and stability when developing for ax.25
- Paradigms are old and inefficient by many standards

- We now have a critical mass of people in communication and a mechanism to push new software to
them

- Why not start again?



Whats Next

Alternative Technology

- Other people are doing the same, it's not just us.

- TARPN are US based groups and use the same foundations

- Winlink is a global email system thought to be illegal* in the UK

- JS8Call is store & forward always on HF messaging

- Interlink with other networks such as APRS

- Meshtastic - no license required

- There will be many more things | have never even heard of available

- Data transport over radio is not a revolutionary ided

* Getting caught doing radio crimez is hard but please don’'t do them



Whats Next

New Technology

- NinoTNC, QTSM and MMDVM introducing higher speeds in 12.5 &
25kHz channels with v.41 firmware
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elptul Links

. Get started: https://guide.hibbian.org

. Ask for help: hibby@debian.org

» Bpg32, QtTermTCP, QtSoundModem: https://www.cantab.net/users/john.wiseman/Documents/

- XROUTER: https://aroups.io/g/xrouter/topics

- Direwolf: "apt install direwolt” // https://github.com/wb20sz/direwolf

- NinoTNC: UK/EU: https://ko-fi.com/s/981d919ea3

« NinoTNC: US/Canada: https://tarpn.net/t/nino-tnc/n9600a/n9600a_info.html



https://guide.hibbian.org
mailto:hibby@debian.org
https://www.cantab.net/users/john.wiseman/Documents/
https://groups.io/g/xrouter/topics
https://github.com/wb2osz/direwolf
https://ko-fi.com/s/981d919ea3
https://tarpn.net/t/nino-tnc/n9600a/n9600a_info.html
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